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Raimo’s team
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ImageNet progress time line
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2011: 50% - 2012 : 66 %                                                          2022: 91 % 
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Autonomous vehicles: when?

One day Elon Musk will be right…

According to Elon Musk: planned for 2014, 2015, 2016, …, 2020, 2021, 2022, 
autonomous cars are now expected in 2023



ADAS AI components

Diving agent
• Automated lane-centering
• Adaptive cruise control
• Assisted lane change
• ….

Driver monitoring system
• Safety concerns

Anti Collision System 
• Safety concerns

(e.g. OpenPilot)



Tesla’s perception module
1. Feature extractor: backbone ResNet50 (2020), RegNet (2021)   

. (from a CVPR 2020 Facebook paper)
2. Multi scale feature fusion                                                                                          EfficientDet

. (from a 2019 Google paper)
3. Multi camera fusion                                                                                                Transformers 

. (from a 2020 Facebook paper)
4. Time filtering LSTM (recurrent neural network) 

. NIPS (1996)
5. Multi task decision module                                                                                           Hydranet

o item location (cars, pedestrian…)                                                        CMU & Google (2018)
o traffic signs (Stop sign, traffic light…)
o lane prediction
o …

This perception module  contains: 48 networks, 1,000 outputs tensors, 70,000 GPU h to train
performs 40 prediction per second
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Attacks
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Intriguing properties of neural networks, 
Szegedy ICLR 2014
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Classification model
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Adversarial examples
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Adversarial noise
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Adversarial transfer
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3 components to define adversarial examples
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Generating adversarial examples in one step
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Adversarial Attack as an optimization problem
Carlini & Wagner (CW), 2017
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Multi-step (iterative) approach
…with hyperparameters to tune
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Multi-step (iterative) approach
…with hyperparameters to tune

Stepsize?         When to stop?
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Parameter-free Attacks
Croce & Hein, ICML 2020

Auto-Projected Gradient Descent (APGD)
• automatic tuning of the hyperparameters
• Inspired from AutoML techniques

- exploration
- halving

AutoAttack
Combine 5 different Attack algorithms
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Torchattacks implementation



Driver monitoring model under attack!



Datasets: Pandora & Driving Monitoring Dataset

Borghi, Guido, et al. "Poseidon: Face-from-depth for driver pose estimation." Proceedings of the IEEE conference on computer vision and pattern recognition. 2017.
Ortega, J. D. et al. DMD: A Large-Scale Multi-modal Driver Monitoring Dataset for Attention and Alertness Analysis. Computer Vision - ECCV Workshop, 2020.

Distracted correctly detected:10495 in Pandora and 12615 in DMD.



• Accuracy on original data: 100%

• Attack settings: 
o torchattacks

• Accuracy on adversarial data:
Original AdversarialPerturbation

Attack performance
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Attack performance

100 % Distracted

100 % Attentive
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Track the progress in adversarial robustness
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3 formal ways to search for adversarial examples
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The particular case of a one hidden layer MLP
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Formal verification as an optimization problem
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Formal verification as an optimization problem



34

The ReLUplex
Lomuscio, Maganti, Katz et al, 2017



35

Exact search for adversarial examples as a MIP
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Mixed integer linear program (MILP)
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MIP, Upper bound & Lower bound
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MIP acceleration using asymmetric bounds (x5)



Conclusion

• Deep networks can be (and will be) attacked

• Adversarial attack
o Exact solution is MILP (hard)
o Relaxation are efficient (AutoAttack)
o Semi universal attacks (dictionary)

• Safety guarantees 
o Reliability measure + proofs
o Robust training
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Next-Generation Airborne Collision Avoidance System



Waymo autonomous taxi
- In Phoenix metropolitan area (fully autonomous service)
- San Francisco (Tester program)
- Los Angeles is next



ADAS ratings

US Consumer Reports' for Advanced 
Driver Assistance Systems (2020)

Some players: 
• OpenPilot (open source 50 k)
• Super Cruise (Cadillac 110 k)
• AutoPilot (Tesla, 2M)
• Mobil Eye (54 M)



Tesla’s driving agent



Tesla’s perception module

input: 8 cameras output: 640 x 460 3D map of the surroundings



An infinity of driving situations …



Data engine at Tesla 



Data production at Tesla 



Research as a challenge



Volvo data collection vehicle


